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1	Decision/action requested
It is proposed to discuss and take a decision on how to reply R2-2404037.
2	References
[bookmark: _Hlk106339329][bookmark: _Hlk166000829][1]	LS R2-2404037
[2]	3GPP TS 38.300
[bookmark: OLE_LINK3]3	Rationale
[bookmark: OLE_LINK5]3.1	Overview of R19 inter-CU LTM
According to RAN2 LS R2-2404037 [1], the inter-CU LTM will be introduced in R19. As the following figure illustrates, the inter-CU LTM differs from the intra-CU LTM in that it involves a UE switching between different CUs, and security key update is needed.
As specified in clause 9.2.3.5 of TS 38.300[2], LTM (L1/L2 Triggered Mobility) is a procedure in which a gNB receives L1 measurement report(s) from a UE, and on their basis the gNB changes UE serving cell by a cell switch command signalled via a MAC CE. The cell switch command indicates an LTM candidate configuration that the gNB previously prepared and provided to the UE through RRC signalling. Then the UE switches to the target configuration according to the cell switch command. 


Figure 3.1: Difference between intra-CU LTM and inter-CU LTM
 
[bookmark: _Hlk165985040]In the LS R2-2404037, RAN2 has discussed the aspect of inter-CU LTM with security key change and RAN2 have viewed some options as possible directions for handling the key change as part of inter-CU LTM cell switch. Hence those options should be analysed from security perspective to give RAN2 feedback. 



[bookmark: _Hlk165994436]3.2	Analysis of RAN2’s Options
	[bookmark: _Hlk165987224]Option 1: Use a new information in MAC CE to deliver the security information. Whether the UE uses horizontal or vertical key derivation is derived from this new information in MAC CE (which is currently, neither integrity protected nor ciphered).
	Option 1A:  the NCC value to be used at inter-CU LTM execution is included in the LTM cell switch command  MAC CE.
	Option 1B:  the UE is preconfigured with a list of NCC values  in a ciphered and integrity protected RRC message and the index of an NCC value in the list is included in the LTM cell switch command MAC CE. 




In Option 1, the NCC value or an index of NCC value is transferred between gNB and UE vie MAC CE, the MAC CE is neither integrity protected nor ciphered. However, even though the NCC value is not direct used in the input parameter of KNG-RAN* derivation, it is an essential parameter to indicate the UE whether to perform a vertical handover or a honrizantal handover, also how many times calculation should performed to derive the NH if a vertical handover happens.  Hence, a key mismatch may happen easily if unprotected MAC CE containing the NCC value or the index of NCC value is tampered with. 
[bookmark: OLE_LINK4][bookmark: _Hlk166001073]Observation 1.  The Option 1 is not acceptable from security perspective, unless the NCC value included in the MAC CE is protected


	[bookmark: _Hlk165988870]Option 2: Similar to Rel-18 S-CPAC key update mechanism, the UE is preconfigured from the source gNB with a list of NCC values per CU using RRC signalling (that is both integrity protected and ciphered). It is expected that the participating gNBs (CUs) would need to be aware of the list and how the UE applies the list during LTM cell switches: 
Option 2A:  UE chooses the first unused NCC for the target CU upon inter-CU LTM execution.
	Option 2B:  As an alternative to choosing the next unused NCC (as in option 2A), horizontal key derivation is used in this option if the LTM cell switch is between the same two CUs. 




In Option 2, a list of NCC value is preconfigured in UE per CU by the source gNB. The following figure shows one potential configuration method of the NCC values. If the UE choose an unused NCC value, it means a vertical handover performs. Considering the NH is derived from KAMF which can only be generated by UE and AMF, the NH should be configured to candidate gNBs per CU as well. And the candidate gNB(s) should be configured with {NH, NCC} pairs by the AMF.
[bookmark: _Hlk165993796]The out-of-oder utilization of NCC value and corresponding NH may easily occur, e.g., UE switch from CU#a to CU#c and then swich to CU#b. And it should also be taken into consideration, that the NCC has only eight possible values according to TS 24.501, due to the potential depletion of NCC values after repeated inter-CU handovers, and the shared usage of NCC values for L3-based vertical handovers and inter-CU handovers, a scenario may arise where no available NCC value exists. To allocate available NCC value to the UE, and allocate available {NCC, NH} pairs to candidate gNBs, the KAMF should be updated, otherwise same NHs will be derived. A primary authentication may be triggered by the Network to update the KAMF.  Even RAN2 has not decided yet the maximum number of candidate cells in Rel-19, the running out of NCC may easily occur in the NCC pre-configured option, frequent primary authentication operation will cause a loss of network resources.



Figure 3.2: a potential NCC value configuration method in Option 2

[bookmark: _Hlk165999933][bookmark: _Hlk166001159]Observation 2.  Due to the potential depletion of NCC values after several inter-CU handovers, and the shared usage of NCC values for L3-based vertical handovers and inter-CU handovers, a scenario may arise where no available NCC value exists. Therefore, some measures are needed to address the NCC running-out issue.


	Option 3: After the execution of inter-CU LTM cell switch, the participating gNBs are expected to be updated with new K-gNB* to be used for the next inter-CU LTM cell switch. The UE and CN are aware of how the UE would use the next NCC value.
	Option 3A:  The UE determines the following NCC value to use by itself (e.g., increase by 1) after subsequent inter-CU LTM execution.
	Option 3B:  UE is pre-configured by the CN (via source gNB RRC signalling) with a list of NCC values and the UE chooses the first unused NCC value as the next NCC value.




[bookmark: _Hlk166002013]In Option 3, the UE and CN are aware of how the UE would use the next NCC value, the target gNB should be aware of the NCC and NH as well. According to TS 33.501[3], as NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNB/ng-eNBs from the AMF in such a way that forward security can be achieved. If the piar of {NCC, NH} is received from the source gNB, the source gNB is able to know the target gNB keys, and the forward security can not be achieved. Hence, the target gNB should receive the NH from CN. 
Similar with option2, the potential depletion of NCC values after repeated inter-CU handovers should be considered. In Option 3A, the NCC value is increased by UE itself.  And in Option 3B, a list of NCC values are configured by CN, which is the main difference between the NCC configuration method of Option 2. 
[bookmark: _Hlk166001531][bookmark: OLE_LINK7][bookmark: _Hlk166002041]Observation 3. To achieve forward security, the NH parameter needs to be distributed from the AMF to the target gNB. And the source gNB can not access the NH parameter belonging to the target gNB.


	Option 4: After every inter-CU LTM cell switch execution, the UE is provided via RRC signalling with the NCC value to be used by the UE for key derivation at the next inter-CU LTM cell switch. 




[bookmark: OLE_LINK6][bookmark: _Hlk166259609]Observation 4. In Option 4, the NCC value is carried by RRC signalling as in the legacy L3 based handover. While this approach eliminates security risks, it contradicts the design objectives of LTM becasue every time LTM MAC CE is sent, RRC configuration with NCC is needed.

3.3	Conclusion 
[bookmark: _Hlk166002093]According to the above analysis of all these options in LS R2-2404037, it is conclused that:
[bookmark: _Hlk166257278]Conclusion 1. The Option 1 is not acceptable from security perspective, unless the NCC value included in the MAC CE is protected.
[bookmark: _Hlk166257288]Conclusion 2. For both Option 2 and 3, the potential depletion of NCC values after several inter-CU handovers and L3 based handover should be taken into consideration. 
[bookmark: _Hlk166257297]Conclusion 3. For both Option 2 and 3, to achieve forward security, the NH parameter needs to be distributed from the AMF to the target gNB. And the source gNB can not access the NH parameter belonging to the target gNB.
[bookmark: _Hlk166259660]Conclusion 4. The Option 4 uses the RRC message to transfer NCC value to the UE, while this approach eliminates security risks, it contradicts the design objectives of LTM, becasue every time LTM MAC CE is sent, RRC configuration with NCC is needed.
4	Detailed proposal
Proposal 1. It is proposed that SA3 takes above conclusions into consideration, and kindly reply R2-2404037.
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